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Abstract: Aiming at the problems of traditional encrypted traffic classification methods limited by the imbalance of data-
set classes and the unreliability of the features used in complex network environments, an encrypted traffic classification
method based on parallel traffic graph and graph neural network was proposed. Firstly, the traffic graphs were con-
structed from the packet header and payload perspectives to emphasize their differences. Then, an improved graph atten-
tion network was introduced to extract effective information from the parallel traffic graphs. Next, a feature cross-fusion
attention module was used to fuse the extracted information, achieving a more robust feature representation. Finally, clas-
sification was performed using fully connected layers and a Softmax layer. Experiments show that the proposed method
achieves better results on the ISCX-VPN, ISCX-nonVPN, ISCX-Tor, and ISCX-nonTor datasets, with accuracies of
96.88%, 90.62%, 99.24%, and 98.13%, respectively, significantly enhancing encrypted traffic classification performance.
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ISCX-VPN

ISCX-nonVPN

ISCX-Tor ISCX-nonTor

LY
Acc Pre Rec F1 Acc Pre Rec

F1 Acc Pre Rec F1 Acc Pre Rec F1

GCN  95.31% 95.07% 95.52% 95.04% 86.08% 88.45% 88.06% 88.10% 99.09% 99.38% 99.21% 99.27% 98.13% 87.82% 84.57% 85.75%

GAT  95.31% 93.65% 93.07% 93.15% 88.64% 88.85% 90.78% 89.62% 98.48% 97.84% 97.38% 97.59% 98.32% 88.67% 86.78% 87.46%

GraphSAGE 91.41% 91.30% 90.72% 90.86% 79.83% 80.56% 83.32% 80.36% 96.97% 98.61% 95.43% 96.77% 97.34% 87.27% 84.15% 84.83%

GATV2

96.88% 97.18% 96.27% 96.26% 90.62% 91.04% 92.09% 91.56% 99.24% 99.72% 99.63% 99.67% 98.13% 91.36% 89.00% 89.88%
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GraphDApp 1.1x10*
TFE-GNN 4.4x107
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FB-GNN 9.5x10°
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TAEF RN, A3H Header. Payload. Dual Em-
bedding. TFAM J EQLv2 /35l f&i'5 N H. P. D. T
FE, ISCX##E5 L H RS s 45 R Wk 6 s .
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ISCX-VPN
R

ISCX-nonVPN

ISCX-Tor ISCX-nonTor

Acc Pre Rec F1 Acc Pre Rec

F1 Acc Pre Rec F1 Acc Pre Rec F1

w/oH  79.69% 81.41% 78.98% 78.29% 72.73% 73.18% 71.94% 72.02% 75.76% 82.05% 81.59% 77.04% 95.90% 82.16% 66.11% 69.92%

w/o P 92.97% 94.85% 88.05% 90.87% 86.08% 87.62% 87.60% 87.49% 96.97% 98.68% 91.00% 93.68% 96.60% 83.30% 81.00% 81.48%

w/oD  28.91% 35.41% 26.99% 20.21% 20.74% 21.78% 23.68% 15.25% 29.55% 20.51% 15.38% 11.83% 20.57% 18.73% 19.27% 8.67%

w/o T 94.53% 95.39% 94.02% 94.53% 88.92% 88.59% 90.88% 89.28% 96.97% 98.59% 89.59% 92.60% 97.67% 85.14% 85.53% 84.65%

w/o E 89.06% 86.71% 87.46% 85.83% 87.22% 87.03% 89.49% 87.78% 96.97% 95.77% 92.40% 92.77% 97.43% 81.91% 83.52% 82.26%

PTG-GNN 96.88% 97.18% 96.27% 96.26% 90.62% 91.04% 92.09% 91.56% 99.24% 99.72% 99.63% 99.67% 98.13% 91.36% 89.00% 89.88%
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